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1. Introduction

» Mobile devices are more frequently targeted in cyberattacks and web-based attacks have been reported.
» We proposed a method for searching malicious websites and generating a blacklist for mobile devices.

2. Attacks of Redirecting a User to Unwanted Websites
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Flow of an attack that redirects a user to unwanted websites [1]

3. Methods of Generating Blacklists
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4. Evaluation
2. Detection rate of malicious websites using a blacklist

1. Number of malicious websites discovered

» 122,350 websites that collected between July 23 and > Using the blacklist generated by the proposed
December 16, 2019. method in Evaluation 1.

» 200 landing sites were discovered and 182 landing P> The five malicious websites collected using the
sites could not be detected by Google Safe Browsing. | proposed method from December 20 to December

» As the keywords, 3 filenames and 108 FQDNs were
extracted.

30, 2019 were used.
» The blacklist detected all 10 accesses at four websites.

5. Conclusions

» We found 182 landing sites that could not be detected by Google Safe Browsing.
» The blacklist using keywords has a sufficiently high detection rate for specific malicious websites.
> In future work, we will evaluate the detection rate of our blacklist for common malicious URL lists.
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