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< SELinux Policy Editor (SEEdit) >
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domain httpd t
program /usr/sbin/httpd,;
allow /var/www/ r;
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allow httpd _t var_ www t:
. [{ fifo_file file Ink_file sock_file } { 1octl lock read } ;

74 ILIZET BT IR
 RHR8—Iwa (1858

c /var/www/index.html

A\ JL: web _contents t

IN0: 456

|
7

Z)L: shadow t
Ino: 789

 ¥B) A8REEE M /N —3 v
 VICHE

R
/‘I‘\'J O E’é'ﬁéﬁ%k

HE/N—Zyiay

ATz HOIF R |Fnald HAVPs

1B :2 (APPEND PRM:a)

common file append

- dir append, create,
4 A% (CREATE PRM:c) link, write
common file create, link
rename,
s == (ERACE PRM:e) dir repgrent, .rrndir,
link, writ
common file  |rename . unlink
dir, fifo_file,

=47 (EXECUTE PRM:x)

Ink file, sock file

file execute no trans

EXIAH (OVERWRITE PRM:0)|co

mmon Tfile write

= HIA A (READ PRM:r)

common file loctl. lock, read

122 (STAT PRM:s)

dir read, search

BIHEZEE (SETATTR PRM:1)

common file, dir |setattr

common_file:file, fifo

_file, Ink_file, sock file
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read_files pattern(httpd t web contents t, web contents t)
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allow httpd_t web_contents_t:dir { getattr search open };

allow httpd_t web contents_t:file { open getattr read ioctl lock };
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< Linux Security Modules (LSM)>
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. <LSMPMON (LSM Performance Monitor) >

un/.*

subj = fusr/sbinfsmbd
ob] = fopt/{ *¥/1?var/lib(6d)?(/ *)7

subj = jusrfsbin/smbd

allow smbd twvar lib_t:dir { getattr open read lock 1octl }.

pr stfix/pid
run_t:dir { getattr open read lock ioctl remove_name
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hook min

inode_link

% echo 1 > /sys/kernel/security/Ismpmon/control
% echo 0 > /sys/kernel/security/Ismpmon/control

% cat /sys/kernel/security/Ismpmon/result

inode_create 97 1818075 105 3035605

inode_unlink 97 80903 114 3035600
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